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SOHO Router

IP: 192.168.5.0

Subnet: 255.255.255.128

Computer 1 / Loopback 1 

IP: 192.168.5.1

Subnet: 255.255.255.128

Computer 2 / Loopback 2 

IP: 192.168.5.129

Subnet: 255.255.255.128

Virtual Switch



Documenting default network IP for default gateway

Screenshot of Computer 1 terminal window showing default gateway IP 

address.



Subnet Subnet Notation Network Address First Usable Host Address
Last Useable Host 

Address
Broadcast Address

Subnet 1 255.255.255.128/25 192.168.5.0 192.168.5.1 192.168.5.126 192.168.5.127

Subnet 2 192.168.5.128/25 192.168.5.128 192.168.5.129 192.168.5.254 192.168.5.255

Subnetting Table





IPv4 Address Assignment for SOHO Router

Screenshot shows the Interfaces page with the new IPv4 address on the 

LAN interface.



Loopback Interfaces

Screenshot shows IPv4 address of Loopback1 and Loopback 2





Dynamic IP Address - Computer 1 VM

Screenshot shows IPv4 address of Computer 1 VM after IP address 

change



Dynamic IP Address - Computer 2 VM

Screenshot shows IPv4 address of Computer 2 VM after IP address 

change





Connectivity Test – Computer 1 VM

Screenshot shows Computer 1 VM can communicate with Computer 2 

and the SOHO Router.



Connectivity Test – Computer 2 VM

Screenshot shows Computer 2 VM can communicate with Computer 1 

and the SOHO Router.



Connectivity Test - Loopback

Screenshot shows Computer 1 VM can communicate with Loopback 1 

and 2 interfaces.





What are the factory default username and password of a TP-Link 
router? Why is it important to change the default username and 
password of a SOHO router?

• TP link username ‘admin’ and the password is ‘admin’ all lower case. If you do not 
change the username and password from the default settings, you leave your 
entire home network open to anyone to access, update and exploit.

To protect a SOHO wireless network with a small number of devices, 
which address management method provides more control, 
configuring the device IP addresses manually (static IP) or using a 
DHCP server (dynamic IP)? Why?

• It is easier to allow DHCP to assign IP addresses. Static IPs require manual 
intervention for every new device that is added to the network



What does MAC filtering do? If needed, when would you use deny 
filtering rules and when would you use allow filtering rules? What 
happens to devices that want to connect, if the “Allow the stations 
specified by any enabled entries in the list to access” function is 
enabled but there are no entries in the list?

• MAC filtering allows the network administrator to restrict access to the network 
based on the MAC address of the devices’ NIC card.  You would deny access to 
all devices that are not part of the explicit approved list. If you have no entries, 
no device will be able to connect to your network

What wireless security settings are displayed on the Wireless Security 
page? Which one is recommended by the vendor? Why?

• WPA/WPA2 - Enterprise, WEP, WPA/WPA2 - Personal(Recommended). The 
personal version is recommended because it uses one passkey that all can use to 
access the network.



Among the configurations you explored in this module, which one is 
a true security function? Why?

• WPA2 is the true security function. It requires that users enter a passkey to connect 
to the network. If you do not have the passkey, you are unable to access the 
network or devices on the network.

What would you do to protect your wireless network at home? 
Why?

• The first thing I would do is alter the main IP address of the router from 192.168.1.0 
to 192.168.XXX.0. I would ensure the admin username and password are changed 
to a strong password and a different username. I would then enable WPA/WPA2 
Personal and create a unique and long passkey that is hard to guess. I would do 
this to make sure that my personal data is protected from unauthorized users.
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• HTTPS://WWW.SITE24X7.COM/TOOLS/IPV4-SUBNETCALCULATOR.HTML

• HTTPS://CIDR.XYZ

• HTTPS://WWW.AELIUS.COM/NJH/SUBNET_SHEET.HTML

https://www.site24x7.com/tools/ipv4-subnetcalculator.html
https://cidr.xyz/
https://www.aelius.com/njh/subnet_sheet.html
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https://www.tp-link.com/us/support/faq/426/:~:text=The%20default%20IP%20address%20is,admin%20(all%20lower%20case)
https://emulator.tp-link.com/902AC_US_Emulator/Emulator_Router/index.htm
https://www.kaspersky.com/resource-center/definitions/wep-vs-wpa
https://www.site24x7.com/tools/ipv4-subnetcalculator.html
https://cidr.xyz/
https://www.aelius.com/njh/subnet_sheet.html
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