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INTRODUCTION

The purpose of this project was to gain experience creating infrastructure in
Azure

Over 6 weeks, we were tasked with setting up different infrastructure pieces
such as network with IP addresses, virtual machines and data storage




VIRTUAL
MACHINES




DEPLOYING A
VM IN AZURE

This screenshot
should show the
NETW211VM page
with information
such as the
resource group
name,
subscription, public
IP address, etc.

Home »

o NETW2IIVM ¢ & -

Virtual machine

§ Comnect v [

A NETW211VM virtual machine agent status is not ready. Troubleshoot the issue =

A Essentials

Sart C Restart [] Stop o) Capture ] Delete () Refresh Open in mobile B CU/PS 27 Feedback

Resource group (move) : NETW211-kM

Status
Location

Subscription (move)

 Running
: West US 3

* Azure for Students

Subscription 1D

Tags (edit)

 Taba5696-a01b-4965-bf76-c653¢c8519fea

+ Click here to add tags

Operating system ~: Windows
Size : Standard B1s (1 vcpu, 1 GiB memory)
Public IP address + 20.25.155.185

Virtual network/subnet : NETW211-KM-vnet/default

DNS name : Not configured



Launching a
VM

This screenshot should
show the NETW21 1-

VM-Your Initials page,
with information such
as the resource group
name, subscription,

public IP address, etc.

Home >

1 NETW211-VM-KM

Virtual machine

‘,O Search ‘ &
B Overview .
Activity log

A Access control (IAM)
¢ Tags

& Diagnose and solve problems

Settings

@ Networking

& Connect

& Disks

3 Size

O Microsoft Defender for Cloud
@ Advisor recommendations
i Extensions + applications

i Continuous delivery

2w

A Essentials

Resource group (move) : NETW211-RG-KM

Status : Running
Location : Fast US 2
Subscription (move)  : Azure for Students

Subscription ID : 7a6a5696-a01b-4965-bf76-c653c8519fea

Tags (edit) : Click here to add tags
Properties  Monitoring ~ Capabilities (7) ~ Recommendations
K3 virtual machine
Computer name NETW211-VM-KM
Health state
Operating system Linux (ubuntu 20.04)
Publisher canonical
Offer 0001-com-ubuntu-server-focal

Tutorials

& Comnect v > Sart C Restart [ ] Stop ) Capture [l Delete () Refresh Open in mobile B Cu/pS A’ Feedback

Operating system  Linux (ubuntu 20.04)
Size : Standard B1s (1 vcpu, 1 GiB memory)
Public IP address : 20.119.234.193

Virtual network/subnet : NETW211-RG-KM-vnet/default

DNS name : Not configured

& Networking

Public IP address 20.119.234.193
Public IP address (IPvé) -
Private IP address 10.0.04

Private IP address (IPv6) -
Virtual network/subnet ~ NETW211-RG-KM-vnet/default

JSON View




NETWORK WITH
SUBNETS




CREATING A

VNET WITH
TWO
SUBNETS

With a /24 network prefix, how many usable
IPv4 host addresses are there?

There are a total of 251 usable IPv4 addresses

Given the answer above, why is the number
of available IP addresses for Subnet0

(10.0.0.0/24) or Subnet1 (10.0.1.0/24) shown
as 2517

They are being used as the following:
* 10.0.0.0 — network address
* 10.0.0.1 — default gateway

* 10.0.0.2 and 10.0.0.3 — used to map the Azure DNS IPs for
the VNet

* 10.0.0.255 - is the network broadcast,




Deploying
VMs into
Subnets

This screenshot should
show the Properties
section of the
Subnet0-VM page,
showing the
networking and size
information of the
VM.

nSubnetO-VM P %

Virtual machine

‘,0 Search ‘ « ;9 Connect ~ | > Start
B Overview K3 Virtual machine
Activity log Computer name
Ao Access control (1AM) Health state
6 Tags Operating system
. Publisher
& Diagnose and solve problems
Offer
Settings Plan
& Networking VM generation
VM architecture
;51 Connect

Agent status

& Windows Admin Center )
Agent version

8 Disks Host group

3 iz Host

© Microsoft Defender for Cloud Proximity placement
group

@ Advisor recommendations

Colocation status

Extensions + applications

& Continuous delivery

‘B Availability + scaling

% Availability + scaling -
- Availability zone

Subnet0-VM

Windows (Windows Server 2019 Datacenter)

MicrosoftWindowsServer

WindowsServer

2019-datacenter-gensecond

V2

x64

Ready
2.741491.1057

None

N/A

Capacity reservation group-

&

Networking
Public IP address

Public IP address (IPv6)
Private IP address
Private IP address (IPv6)
Virtual network/subnet
DNS name

Size
Size
vCPUs
RAM

Disk
0S disk

Encryption at host
Azure disk encryption
Ephemeral OS disk
Data disks

C Restart [ Stop &) Capture [l Delete () Refresh Open in mobile B cu/ps 27 Feedback

20.119.165.81

10.0.04
NETW211-VNet-KM/Subnet0

Configure

Standard B1s
1
1 GiB

Subnet0-
VM _disk1_d3f9e0c72cd549bcb7909b04dfc9ca7a

Disabled
Not enabled
N/A

0



Deploying VMs
Info Subnets

(continued)

This screenshot should
show the Properties
section of the Subnetl-
VM page, showing the
networking and size
information of the VM.

Subnetl-VM » # - X

Virtual machine

‘)0 Search ‘ « & Connect v > Start €' Restart [ Stop ) Capture [l Delete () Refresh Open in mobile B cu/ps A Feedback

-~

B Overview A\ subnet1-VM virtual machine agent status is not ready. Troubleshoot the issue —

W Activitylo
- tyloq Properties  Monitoring  Capabilities (8) ~ Recommendations  Tutorials

A Access cantral (IAM)

é Tags K3 virtual machine f& Networking
Computer name Subnet1-VM Public IP address 20.10.50.185
/? Diagnose and solve problems
Health state - Public IP address (IPv6) -
Settings Operating system Windows Private IP address 100.14
& Networking Publisher MicrosoftWindowsServer Private IP address (IPv6) -
& Comect Offer WindowsServer Virtual network/subnet  NETW211-VNet-KM/Subnet1
Plan 2019-datacenter-gensecond DNS name Configure
& Windows Admin Center
VM generation V2
8 Diss VM architecture x64 B size
B size Agent status Not Ready Slze Standard B1s
) ‘ vCPUs 1
© Microsoft Defender for Cloud Agent version Unknown
Host N RAM 1GiB
@ Advisor recommendations astgroup one
Host -
i Extensions + applications ' Disk
Proximity placement - )
% Continuous delivery group 05 disk Subnet1—.
VM OsDisk_1 93c6d64be01d4aach05d4%faead35324
% Availability + scaling Colocaion status N/A Encryption at host Disabled

Mamarcihs racanmtan araon_



Deploying VMs

Into Subnets
(continued)

This screenshot should
show the topology
diagram of your VNet
(NETW211-VNet-Your
Initials) with two subnets
(SubnetO and Subnetl)
and one VM in each
subnet (Subnef0-VM
and Subnet1-VM).

Subscription ©

Resource Group

Virtual Network ()

Azure for Students

v H NETW211-RG

v || NETW211-VNet-KM v

{ D

NETW211-VNet-KM

O

Subnet0

1%
subn|el[]—vn|149?

B 9 E

Subnet0-VM Subnet0-YM-nsg Subnet0-VM-ip

()

Subnet1

&
subnet1-vn|1148

Subnet1-VM Subnet1-VM-nsg

Subnet1-VM-ip



kmorrison14@my.devry....
DEVRY UNIVERSITY (MYDEVRYE...

Home > NETW211-VM-KM

@ NETW211-VM-KM | Networking + - X

Virtual machine

C O n fl g U rI n g O n "O Search ‘ « & Attach network interface ¥ Detach network interface 7 Feedback
N S G B Overview o ‘ ipconfig? (Primary) v

Activity log @ Network Interface: netw211-vm-km804  Effective security rules  Troubleshoot VM connection issues  Topology
Virtual network/subnet: NETW211-RG-KM-vnet/default ~ NIC PublicIP: 20.119.234.193  NIC Private IP: 10.0.0.4  Accelerated networking: Disabled
A Access control (IAM)
This screenshot should ¢ Tags N
Inbound port rules  Qutbound portrules  Application security groups  Load balancing
ShOW The l N bo un d porT /2 Diagnose and solve problems I —
ru | es Secho N W|‘|'h '|'h e ¥ Network security group NETW211-VM-KM-nsg (attached to network interface: netw211-vm-km804) Add inbound port rule
. Settings Impacts 0 subnets, 1 network interfaces
newly added Allow_Ping ’
rUl e @ Networking Priority Name Port Protocol Source Destination Action
& Connect 300 A SSH 22 TCP Any Any @ Allow
€ Disks 310 Allow_Ping Any ICMP Any Any @ Allow e
B Size 65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow e
@ Microsoft Defender for Cloud 65001 AllowAzureloadBalancerinBound  Any Any AzureloadBalancer  Any 9 Allow e
@ Advisor recommendations 65500 DenyAllinBound Any Any Any Any @ Deny e

=1 Cutnnriane 1 annlicadiane



CLOUD STORAGE




QUESTION

What does the access tier setting do?

Access tier settings allow the administrator to determine
how data is organized by how often it is accessed and
what its retention rate is.

What are the Azure blob storage access
tiers?

Hot Tier — these files are accessed and modified most often.
Has highest storage cost and can be accessed most
quickly

Cool Tier — these files are accessed or modified less
frequently and should have a minimum retention rate of 30
days. Has lower storage cost than hot but takes longer to
access the data

Archive Tier - this is data that is not used or rarely used and
should have a retention rate of at least 180 days. Has the
lowest storage cost but takes the longest to access and
download




] DeVry Student Portal X | W Topic: Module 5: Discussic X D Module 5 - Lesson 3 X N\ week 3 screenshot KMori X [3 week 3 screenshot KMorr X+ — O X

]
&< O M (3 https://netw211storage0821.blob.core.windows.net/netw211container0821/week%203%20screenshot_KMorrison.jpg 8 = ’
&

Import favorites Highland Telephon... 2% Plateau Electric Coo... §}) Plateau Utility Distri... ASUS Software Port... MyASUS Software -...  C Instant Pot Chicken... '\ Azure for School

O Webex ® Meeting Info Show Menu Bar vV 01:00:57 © —  Ogmx

L]
Uploading & ' ©
% & Layout g
Kim Morrison Prof. Toni McGee &, Alex Leung >
o Cohost

AC C essi n g O ohost from Zeng, Jingdi to everyone: 9:26 PM
| & It is very helpful for us to go over the intructions
. E one sitting and have a general idea how the
FI | e Viewing Prof. Toni McGee's applicatio... events happen one after another. The process in
this module is built on last week's module and
thus is a bit more complex than that of last

Hybrid Cloud Use Case Cont. module

from Alex Leung to everyone: 9:29 PM
@Jaylan: Auzre Vnet will automatically assign
10.0.0.0. /16 block private IP addresses for us. We

Thls ScreenShOT ShOU|d i ) just take 8 more bits for subnetting : 10.0.0.0 /24
show the browser A hybrid cloud is a and 10.0.1.0 /24

1 H typica| transition * Applicaﬁon development from John O'Leary to everyone: 9:30 PM
Wi ndOW WITh The phase as companies Market testing Is it necessary to be logged in to the student
im a g e u p | oa d ed ;ﬂr:gr;taentoc?; CIa?':;ledé . C!oud Bl{rsti.r!g . portal when c_ompﬂeting the project, or can it be
y p « High availability and disaster done by logging in to Azure from our local

ultimately decide to
from your locall continue \X/ith S\ eel  recovery coropUter?

computer and the e g - Conlance |
U R I_ on .I.Op Of .I.he for a hybrid cloud. R Everyone

window.

Enter chat message here

N Unmute v Share B ©




Creating Blob
Snapshots

This screenshot should
show the browser
window with the “This is
the original version. —
Your Initials” message
and the URL on top of
the window

M /' DeViyStudent Porta X | 1] Topic:Module 5 Discussions X | '\ NETW2f{FILESt - MicrosoftAze X 7 hitpsy/netw21tstorage082thlor X +

¢ O @ O nhitps//netw211storage0821 blob.corewindowsnet/netw211container08211/NETW211FILE

£ Import favorites Highland Telephon... 22 Plateau Flectric Coo.. @ Plateau Utility Distri.. /. ASUS Software Port...

This is the original version. &“KN

it

MyASUS Software-..  C Instant Pot Chicken.




Enabling Blob
Versioning

This screenshot should
show the browser
window with the “This is
the first revised version. —
Your Initials” message
and the URL on top of
the window.

B 1) DeViyStudent Port X | ] Topic Module 5 Discussions X\ NETWRt{FILEst- MiarosoftAze X3 itps/fnetw21 storagelB2tblol - +

c 00 0 netw211storage0821.blob.core windows net

0 mportfavorites ~ Highland Telephon... 22 Plateau Eectic Coo.. @ Plateau Utility Distri..

This 1s the first revised version. 2€"KM

ASUS Software Port...

MyASUS Software -.. € Instant Pot Chicken...




_ : . kmorrisont4@my.devry... @
= ). 0/
=R [TV 0 vt O © Search rasources, services, and docs (G+/) FY Q @ @ R DEVRY UNNERSTTY (MVDERIE. @

Home > Monitor | Alerts >

Setting up an Action groups # - X

Action Group
C]ﬂd NOﬂﬁCGﬂOﬂS + Create == Columns O Refresh °%° Open query ﬁ[ Delete [> Enable D Disable 2 Test action group (preview)

This screenshot should ‘ P Search ‘ Subscription:all ~ Resource gr(@ qall location:all  Status: Enabled

show the “VM-Status-

Chonge” action Showing 1 to 1 of 1 Action groups. ‘ No grouping v
group on the

Manage ac fions Name 1, Short name *, Resource group 1| Subscription 1 Actions Status 7,

page.

D VM-Status-Change VM-Status (4] netw2t1-rg-km0g21 Azure for Students 1 Email @ Enabled "



=R TV 9 VO P Search resources, senvices, and docs (G+/) B O &O kmorrison14@my.devy... @

DEVRY UNIVERSITY (MYDEVRYE... L

Home » NETW211-VM-KM | Alerts >

Setting up Alert  Alertrules - X
Rules

+ Create == Columns () Refresh Export to CSV S Open query ] Delete [> Enable [ ] Disable

P Search Subscription @l Signal type:all  Severity:all  Status: Enabled
This screenshot should
show the Alert rules Showing Tto 2of 2 Alert ules. ‘ No grauping v
window showing the
VM-Deallocate and Name 1| Condition Severity Target scope Target resource type Signal type 1\, Status .
VM-Restart rules. D VM-DEALLOCATE Category=Adminisrative, Op... |4- Verbose NETW211-UM-KM Virtual machine Activity log O Enabled "

[ ] VM-RESTART Category=Administrative, Op... |4- Verbose NETW211-VM-KM Virtual machine Activity log O tnabled "



TESTING
CONNECTIONS




= azureuser@NETW211-VM-KM X + ~

SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs.launchpad.net/ubuntu/"
PRIVACY_POLICY_URL="https://www.ubuntu.com/legal/terms—and-policies/privacy—-policy"

M VERSION_CODENAME=focal
Connecting 10 Sirrmaianton

Tf} :~$ ping -c 4 facebook.com
e \/,\4 PING facebook.com (157.2u0.3.35) 56(8U) bytes of data.

. 64 bytes from edge-star-mini-shv-0l-seal.facebook.com (157.240.3.35): icmp_seq=1 ttl=46 time=76.6
\/|(] ESE;+4 64 bytes from edge-star-mini-shv-0l-seal.facebook.com (157.240.3.35): icmp_seq=2 ttl=46 time=76.2
64 bytes from edge-star-mini-shv-0l-seal.facebook.com (157.2u40.3.35): icmp_seq=3 ttl=U46 time=76.0

64 bytes from edge-star-mini-shv-0l-seal.facebook.com (157.240.3.35): icmp_seq=4 ttl=U46 time=75.9

This screenshot should ——— facebook.com ping statistics ——
4 packets transmitted, 4 received, 0% packet loss, time 3003ms

show the rtt min/avg/max/mdev = 75.860/76.157/76.644/0.301 ms
azureuser@NETW21 1- :~§ °C
.. ) :~$ ip addr A
2 delVIgaliilelAY/Ialelo\"VARNN 1 . 1,: </ 0OPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
showing the IPv4 'l..ink/'l.oopback 00:00:00:00:00:00 brd PO:00:00:00:00:00
) inet 127.0.0.1/8 scope host lo
address of the VM in valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
the Azure cloud. valid_lft forever preferred_1ft forever
2: ethO®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group default qlen 1000
link/ether 60:U5:bd:ba:87:bd brd ff:ff:ff:ff:ff:ff
inet 10.0.0.4/24 brd 10.0.0.255 scope global eth®
valid_1ft forever preferred_1ft forever
inet6 fe80::62U45:bdff:feba:87bd/6U4 scope link
valid_lft forever preferred_1ft forever

$




& Server Manager

v Server Manager > Local Server @1V o ok v

CO N N ECT' N G i PROPERTIES

I8 Dashboard For NETW211VM | TASKS v

I Local Server |
Computer name NETW211VM Last installed updates Never

ii All Servers

TO THE VM

Workgroup WORKGROUP Windows Update Install updates automatically using Windows Update
. ii File and Storage Services b Last checked for updates Never
This screenshot
S h O U | d S h OW -I-h e Windows Defender Firewall  Private: On Windows Defender Antivirus Real-Time Protection: On

P R O P E RTl ES fo r Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Enabled IE Enhanced Security Configuration On
N ETW2 ] ] V M p O g e ’ NIC Teaming Disabled Time zone (UTC) Coordinated Universal Time
W| -|- h -|- h ecom p U -|-e r Ethernet IPva address assigned by DHCP, IPvé enabled Product ID 00430-00000-00000-AAS87 (activated)
name, operating
SySTe m V e rS I O n ’ Operating system version Microsoft Windows Server 2019 Datacenter Processors Intel(R) Xeon(R) Platinum 8370C CPU @ 2.80GHz
Hardware information Microsoft Corporation Virtual Machine Installed memory (RAM) 1GB
h G rdWG-Ir,e -|_ Total disk space 13045 GB
information, efc.




BX Administrator: Command Prompt

C:\>hostname

Windows IP Configuration

Verifying
ConneCTiViTy Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : 2mdlegeruunejkhpavSecpvmke.cx.internal.cloudapp.net

befween VMS Link-local IPv6 Address : fe80::cbfl:30d6:3828:ceaf%b

IPv4 Address
Subnet Mask : 255.255.255.8

This screenshot should show Default Gateway
the ipconfig and ping C:\>ping 10.0.0.4
10004 reSUHS In The Pinging 10.0.0.4 wlth 32 bytes of data:

Commond promp‘]‘ Reply from : bytes=32 time=1ms TTL=128
Reply from : bytes=32 time=1ms TTL=128

1
. . . 1
window, IﬂC|UdIﬂg the Reply from 1 : bytes=32 time=1ms TTL=128
SUbnefO‘VM _ ]O O O 4 _ Reply from 1 : bytes=32 time=1ms TTL=128

Remote Desl(fop Ping statistics for 10.0.0.4:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

ConneCﬁOH window title. Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1lms

EERY.




C:\>hostname

Veritying
Connectivity
between VMs

Windows IP Configuration

Ethernet adapter Ethernet:

. Connection-specific DNS Suffix . : 2mdlegeruunejkhpavSecpvmke.cx.internal.cloudapp.net
((:()rWTlr]LJEBCj) Link-local IPv6 Address : fe80::bebf:7510:6abl: fe8e¥%4
IPv4 Address
. Subnet Mask : 255.255.255.0
This screenshot should show Default Gateway

the ipconfig and ping 10.0.1.4

. C:\>ping 10.0.1.4
results in the command

. : H Pinging 16 32 bytes of data:
prompt window, including the e et (S T
Subnetl-VM - 10.0.1.4 — .0.1.4: bytes=32 time=lms TTL=128
. .0.1.4: bytes=32 time=1ms TTL=128
Remote Desktop Connection ilfn o) o ST

window fitle.

Ping statistics for 10.0.1.4:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms



icrosoft Windows [Version 10.0.22621.11085]
c) Microsoft Corporation. All rights reserved.

:\Windows\System32>cd\

:\>ping 20.119.234.193

TeSTing O Pinging 26.119.234.193 with 32 bytes of data:
configured NSG

Request timed out.

Ping statistics for 20.119.234.193:
Packets: Sent = 1, Received = ©, Lost = 1 (108% loss),
ontrol-C

. C

the successful ping result . _
P .119.234.193 with 32 bytes of data:
from your local computer g 20.119.234.193: bytes=32 time=38ms

1 R 26.119.234.193: bytes=32 time=49ms
TO The VM In The AZUre R 26.119.234.193: bytes=32 time=38ms

cloud. : 20.119.234.193: bytes=32 time=39ms

Ping statistics for 20.119.234.193:

Packets: Sent = 4, Received = 4, Lost = © (©% loss),
\pproximate round trip times in milli-seconds:

Minimum = 38ms, Maximum = 49ms, Average = 41lms

\»>




Testing Alerts

This screenshot should
show the ‘VYM-Restart’
was activated email
message with the date
and fime of the alert.

Important notice: Azure Monitor alert VM-RESTART was activated

Microsoft Azure <azure-noreply@microsoft.com> Unsubscribe 9:45 PM (1 minute ago)

B8 Microsoft Azure

Azure Monitor alert 'VM-RESTART' was
activated for 'NETW211-VM-KM' at February 8,
2023 2:38 UTC

You're receiving this notification as a member of the VM-Status action group
because an Azure Monitor alert was activated.




Testing Alerts

(continued)

This screenshot should
show the ‘VM-
Deallocate’ was
activated email
message with the date
and fime of the alert.

B O m e i o o 77 B D TINS5

Important notice: Azure Monitor alert VM-DEALLOCATE was activated =
Inbox x

Microsoft Azure <azure-noreply@microsoft.com> Unsubscribe 9:55 PM (0 minutes ago) Yy “«

tome «

B® Microsoft Azure

Azure Monitor alert 'VM-DEALLOCATE' was
activated for 'NETW211-VM-KM' at February 8,
2023 2:47 UTC

You're receiving this notification as a member of the VM-Status action group
because an Azure Monitor alert was activated.



SUMMING UP THE
HNONS@]




CHALLENGES

Setting up the network in 2
segments and assigning a
VM to that network

Navigating the Azure GUI
to find the RBAC for
specific areas

Using SSH o connect 1o @
VMStuff



SKILLS

LEARNED




CONCLUSION

This project gave a thorough
experience on how 1o use Azure

cloud and set up each piece of the
Infrastructure.

It was emphasized that even
though we are hosting in the cloud,
we should be aware of how to
secure the infrastructure to ensure
only users that were vetted and
approved are allowed access.
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